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CLOOBEES PRIVACY POLICY
INFORMATION ABOUT PERSONAL DATA PROCESSING IN ACCORDANCE WITH GDPR

Below you will find information on how we process personal data for particular purposes. If you are redirected to this information
from another website, please be aware that the information you were provided on the other website may be more accurate in
your situation and prevails in case of discrepancies with the following:

Personal data provided via Contact formular
If you provide us with your personal data via “Contact” tab, please be informed that:

Data controller: The data controller of your personal data is:
- if you have your place of residence outside of Poland - Cloobees UK LTD with its seat at: 71-75 Shelton Street, Covent
Garden, London, England, WC2H 9JQ,
- if you have your place of residence in Poland - Cloobees sp. z 0.0. with its registered seat at ul. NiedZzwiedzia 6, 02-737
Warsaw, Poland.
The data controller will be hereinafter referred to as ‘Cloobees’.

Categories of personal data: We process the following categories of personal data: name and contact details of representatives
(e.g., phone number, email).

Purpose and legal basis for processing: Your personal data will be processed for contact purposes. The legal basis for processing
is art. 6 point 1 letter f of the General data protection regulation (GDPR), i.e. justified interest of the data controller which is contact
with you and answering your requests.

Term of processing: Your personal data will be processed as long as it is necessary to give answer to your request, maintain
contact and for the period of limitation of your potential claims relating to the correspondence.

Personal data recipients: Your personal data might be processed by persons cooperating with Cloobees on B2B basis, IT services
providers cooperating with Cloobees, as well as other entities from Cloobees capital group on a need-to-know basis.

Transfer of personal data to third countries: Due to the use of IT cloud services, your personal data might be transferred to
third countries (outside of EEA). We ensure compliance with Chapter V of the GDPR by implementing appropriate safeguards,
including: Standard Contractual Clauses approved by the European Commission), as may be amended over time, and ensuring
additional technical and organizational measures are in place (e.g., encryption). For more information about these safeguards,
you may contact us at office@cloobees.com.

Your rights under GDPR: As a data subject, you have the following rights: (a) access (request access to your personal data; (b)
correction (request correction of inaccurate data; (c) erasure (request deletion of your data: “right to be forgotten”); (d) restriction
(request restriction of processing); (e) data portability (request transfer of your data to another entity); (f) objection (object to data
processing based on legitimate interests); and (g) complaint (file a complaint with a data protection supervisory authority).

Complaint: You have the right to lodge complaint with the data protection supervisory authority if you believe that the processing
of your personal data infringes the provisions of GDPR:
- Polish Data Protection Authority (PUODO): https://uodo.gov.pl/pl/p/kontakt: ul. Stawki 2, 00-193 Warszawa, tel: 606-
950-000, kancelaria@uodo.gov.pl;
- Information Commissioner’s Office (ICO): https://ico.org.uk/make-a-complaint/.

Freedom of providing data: Providing personal data is voluntary but not providing personal data may make it more difficult or
impossible to contact or to commence or continue cooperation with Cloobees.

Automated decision-making and profiling: We do not engage in automated decision-making or profiling that produces legal
effects or similarly significant impacts.

Contact: If you believe your data protection rights have been violated, you can contact us directly at office@cloobees.com.
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Personal data provided for recruitment purposes - for candidates

Data controller: The data controller of your personal data is:
- Cloobees sp. z 0.0. with its registered seat at ul. Niedzwiedzia 6, 02-737 Warsaw, Poland or
- Cloobees UK LTD with its seat at: 71-75 Shelton Street, Covent Garden, London, England, WC2H 9JQ or
- Cloobees India Private Ltd., 343-B, PKT A-6, Block A, Paschim Vihar, Delhi, West Delhi, Delhi, India,
depending on which entity you have applied to. The data controller will be hereinafter referred to as ‘Cloobees’.

Categories of personal data: We process the following categories of personal data: identification data (e.g., name), contact
details (e.g., phone number, email, address), and employment details (e.g., job title, payroll information).

Purpose and legal basis for processing: Your personal data will be processed for recruitment purposes in connection with the
current vacancy on the basis of art. 6 point 1 letter b of the General data protection regulation (actions taken on your demand
before concluding a contract). If you additionally grant your consent for personal data processing for recruitment purposes in the
future, your data will be processed on the basis of art. 6 point 1 letter a (consent). If you are a candidate from an agency, the legal
basis for the processing of your personal data will be art. 6 point 1 letter f GDPR, i.e. our legitimate interest in performing the
process.

Term of processing: If you apply for a current vacancy, your personal data will be processed until the vacancy is filled. If you
grant consent for processing during recruitment processes in the future, your personal data will be processed until you withhold
your consent or until you use other equivalent legal mean, e.g. you demand your data to be deleted.

Scope of data: We process the personal data you provide to us. We may also supply such information with publicly available
information, e.g. from LinkedIn. If you are a candidate from the agency, your personal data we receive is most of the time your
name, surname, experience and skills.

Personal data recipients: Your personal data might be processed by persons cooperating with Cloobees on B2B basis, IT services
providers cooperating with Cloobees, as well as other entities from Cloobees capital group on a need-to-know basis. If you are a
candidate from an agency, we will also share the result of the recruitment process and main reasons for our decision with the
agency.

Transfer of personal data to third countries: Due to the use of IT cloud services, your personal data might be transferred to
third countries (outside of EEA). We ensure compliance with Chapter V of the GDPR by implementing appropriate safeguards,
including: Standard Contractual Clauses approved by the European Commission, as may be amended over time, and ensuring
additional technical and organizational measures are in place (e.g., encryption). For more information about these safeguards,
you may contact us at office@cloobees.com.

Your rights under GDPR: As a data subject, you have the following rights: (a) access (request access to your personal data; (b)
correction (request correction of inaccurate data; (c) erasure (request deletion of your data: “right to be forgotten”); (d) restriction
(request restriction of processing); (e) data portability (request transfer of your data to another entity); (f) objection (object to data
processing based on legitimate interests); and (g) complaint (file a complaint with a data protection supervisory authority).

Complaint: You have the right to lodge complaint with the data protection supervisory authority if you believe that the processing
of your personal data infringes the provisions of GDPR:
- Polish Data Protection Authority (PUODO): https://uodo.gov.pl/pl/p/kontakt: ul. Stawki 2, 00-193 Warszawa, tel: 606-
950-000, kancelaria@uodo.gov.pl;
- Information Commissioner’s Office (ICO): https://ico.org.uk/make-a-complaint/.

Freedom of providing data: Providing us with your personal data for recruitment purposes is voluntary but necessary for the
current recruitment process.

Free consent for recruitment in the future: Granting consent for processing in the future is voluntary, but not giving it will make
it impossible to consider you as a candidate in recruitment processes other than the current one.

Consent for further processing: If you wish us to store your personal information for the purposes of recruitment processes in
the future, you may voluntarily express you consent e.g. by writing at office@cloobees.com: I hereby grant Cloobees sp. z o.o.
(Poland) and/or* Cloobees UK LTD (UK) and/or* Cloobees India Private Ltd. (India) consent to process the personal data | have
provided - for the purposes of future recruitment processes. (*Please choose the entity or entities at your discretion).

Automated decision-making and profiling: We do not engage in automated decision-making or profiling that produces legal
effects or similarly significant impacts.

Contact: If you believe your data protection rights have been violated, you can contact us directly at office@cloobees.com.
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Personal data of business contacts — collected directly from the individual

Data controller: The data controller of your personal data is:
- if you have your place of residence outside of Poland - Cloobees UK LTD with its seat at: 71-75 Shelton Street, Covent
Garden, London, England, WC2H 9JQ, unless you are contacted directly by Cloobees sp. z 0.0.,
- if you have your place of residence in Poland or if you are contacted directly by Cloobees sp. z 0.0. - Cloobees sp. z 0.0.
with its registered seat at ul. NiedZwiedzia 6, 02-737 Warsaw, Poland.
The data controller will be hereinafter referred to as ‘Cloobees’.

Categories of personal data: We process the following categories of personal data: name and contact details of representatives
(e.g., phone number, email).

Sources of personal data: Public records and databases (information available through public business registries, professional
licensing bodies, or industry-specific databases), previous employers or references (data provided by your former employers,
clients, or professional references with your consent, government and regulatory authorities (information provided by
governmental bodies or regulatory agencies as required by law), third-party service providers (data received from trusted third-
party partners who facilitate our business operations, ensuring they comply with applicable data protection regulations),
professional associations (details obtained from memberships in professional organizations or industry groups).

Purpose and legal basis for processing: Your personal data are being processed for marketing contact purposes on the basis
of legitimate interest (art. 6 point 1 letter f of the General data protection regulation), which is contact with (potential) clients'
representatives.

Term of processing: Your data will be processed for 5 years from the moment of their introduction into our base.

Personal data recipients: Your personal data might be processed by persons cooperating with Cloobees on B2B basis, IT services
providers cooperating with Cloobees, as well as other entities from Cloobees capital group on a need-to-know basis.

Transfer of personal data to third countries: Due to the use of IT cloud services, your personal data might be transferred to
third countries (outside of EEA). We ensure compliance with Chapter V of the GDPR by implementing appropriate safeguards,
including: Standard Contractual Clauses approved by the European Commission, as may be amended over time, and ensuring
additional technical and organizational measures are in place (e.g., encryption). For more information about these safeguards,
you may contact us at office@cloobees.com.

Your rights under GDPR: As a data subject, you have the following rights: (a) access (request access to your personal data; (b)
correction (request correction of inaccurate data; (c) erasure (request deletion of your data: “right to be forgotten”); (d) restriction
(request restriction of processing); (e) data portability (request transfer of your data to another entity); (f) objection (object to data
processing based on legitimate interests); and (g) complaint (file a complaint with a data protection supervisory authority).

Complaint: You have the right to lodge complaint with the data protection supervisory authority if you believe that the processing
of your personal data infringes the provisions of GDPR:
- Polish Data Protection Authority (PUODO): https://uodo.gov.pl/pl/p/kontakt: ul. Stawki 2, 00-193 Warszawa, tel: 606-
950-000, kancelaria@uodo.gov.pl;
- Information Commissioner’s Office (ICO): https://ico.org.uk/make-a-complaint/.

Freedom of providing data: Providing personal data is voluntary but not providing personal data may make it more difficult or
impossible to contact or to commence or continue cooperation with Cloobees.

Automated decision-making and profiling: We do not engage in automated decision-making or profiling that produces legal
effects or similarly significant impacts.

Contact: If you believe your data protection rights have been violated, you can contact us directly at office@cloobees.com.
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Personal data of business contacts — if not collected indirectly

Data controller: The data controller of your personal data is:
- if you have your place of residence outside of Poland - Cloobees UK LTD with its seat at: 71-75 Shelton Street, Covent
Garden, London, England, WC2H 9JQ, unless you are contacted directly by Cloobees sp. z 0.0.,
- if you have your place of residence in Poland or if you are contacted directly by Cloobees sp. z 0.0. - Cloobees sp. z 0.0.
with its registered seat at ul. NiedZzwiedzia 6, 02-737 Warsaw, Poland (‘Cloobees’).
The data controller will be hereinafter referred to as ‘Cloobees'.

Categories of personal data: We process the following categories of personal data: name and contact details of representatives
(e.g., phone number, email).

Purpose and legal basis for processing: Your personal data are being processed for marketing contact purposes on the basis
of legitimate interest (art. 6 point 1 letter f of the General data protection regulation), which is contact with (potential) clients'
representatives.

Term of processing: Your data will be processed for 5 years from the moment of their introduction into our base, unless we still
cooperate.

Source of personal data: If your personal data are being processed in our databases. This means you are our client’s
representative, we have previously met at a conference, shared business cards, corresponded via Linkedin/Xing, we have found
your contact details on a publicly available website or you have asked about our offer.

Scope of personal data: The scope of personal data is name and surname, position, e-mail address and/or link to your
LinkedIn/Xing account.

Personal data recipients: Your personal data might be processed by persons cooperating with Cloobees on B2B basis, IT services
providers cooperating with Cloobees, as well as other entities from Cloobees capital group on a need-to-know basis.

Transfer of personal data to third countries: Due to the use of IT cloud services, your personal data might be transferred to
third countries (outside of EEA). We ensure compliance with Chapter V of the GDPR by implementing appropriate safeguards,
including: Standard Contractual Clauses approved by the European Commission, as may be amended over time, and ensuring
additional technical and organizational measures are in place (e.g., encryption). For more information about these safeguards,
you may contact us at office@cloobees.com.

Your rights under GDPR: As a data subject, you have the following rights: (a) access (request access to your personal data; (b)
correction (request correction of inaccurate data; (c) erasure (request deletion of your data: “right to be forgotten”); (d) restriction
(request restriction of processing); (e) data portability (request transfer of your data to another entity); (f) objection (object to data
processing based on legitimate interests); and (g) complaint (file a complaint with a data protection supervisory authority).

Complaint: You have the right to lodge complaint with the data protection supervisory authority if you believe that the processing
of your personal data infringes the provisions of GDPR:
- Polish Data Protection Authority (PUODO): https://uodo.gov.pl/pl/p/kontakt: ul. Stawki 2, 00-193 Warszawa, tel: 606-
950-000, kancelaria@uodo.gov.pl;
- Information Commissioner’'s Office (ICO): https://ico.org.uk/make-a-complaint/.

Freedom of providing data: Providing us with your personal data for recruitment purposes is voluntary but necessary for the
current recruitment process.

Automated decision-making and profiling: We do not engage in automated decision-making or profiling that produces legal
effects or similarly significant impacts.

Contact: If you believe your data protection rights have been violated, you can contact us directly at office@cloobees.com.
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Personal data of employees

Data controller: The data controller of your personal data is:

- Cloobees sp. z 0.0. with its registered seat at ul. Niedzwiedzia 6, 02-737 Warsaw, Poland (‘Cloobees’) or

- Cloobees UK LTD with its seat at: 71-75 Shelton Street, Covent Garden, London, England, WC2H 9JQ or

- Cloobees India Private Ltd., 343-B, PKT A-6, Block A, Paschim Vihar, Delhi, West Delhi, Delhi, India,
depending on the entity by which you are employed. The data controller will be hereinafter referred to as ‘Cloobees’.

Categories of personal data: We process the following categories of personal data: identification data (e.g., name, ID number),
contact details (e.g., phone number, email, address), employment details (e.g., job title, payroll information), sensitive data (e.g.,
health data for leave management).

Purpose and legal basis for processing: Your personal data are being processed for employment purposes:

- if you are employed by Cloobees sp. z 0.0. - on the basis of: employment contract, and appropriate provisions of law,
especially art. 22[1] and art. 94 point 9a and 9b of the Polish Labour Code, Act on medical care benefits financed from
public resources, and Act on social security system;

- if you are employed by other entity — on the basis of art. 6.1.b GDPR (necessity to perform employment contract), art.
6.1.c GDPR (compliance with legal obligations), or other appropriate provisions of law,

and for monitoring practices to protect Cloobees assets and ensure compliance with legal and contractual obligations. Monitoring
may include: IT and communication systems (logging access to devices, email, and networks), physical security (CCTV in offices
or restricted areas), and access control (monitoring entry to facilities or systems). These activities aim to ensure security, prevent
unauthorized access, safeguard health and safety, and address policy or legal breaches. Monitoring is based on legitimate
interests, legal obligations, or contractual requirements, with explicit consent obtained where required by law.

Term of processing: Your data will be throughout the term of employment and for a period required by the relevant laws (which
currently is e.g. 10 years in Poland and in most cases up to 6 years in the UK) afterwards.

Personal data recipients: Your personal data might be processed by persons cooperating with Cloobees on B2B basis, IT services
providers cooperating with Cloobees, other entities from Cloobees capital group on a need-to-know basis, as well as our clients
- to the extent if you are engaged in servicer rendered for them. Other recipients of your personal data may be tax authorities,
social insurance institutions and medical institutions.

Transfer of personal data to third countries: Due to the use of IT cloud services, your personal data might be transferred to
third countries (outside of EEA). We ensure compliance with Chapter V of the GDPR by implementing appropriate safeguards,
including: Standard Contractual Clauses approved by the European Commission, as may be amended over time, and ensuring
additional technical and organizational measures are in place (e.g., encryption). For more information about these safeguards,
you may contact us at office@cloobees.com.

Your rights under GDPR: As a data subject, you have the following rights: (a) access (request access to your personal data; (b)
correction (request correction of inaccurate data; (c) erasure (request deletion of your data: “right to be forgotten”); (d) restriction
(request restriction of processing); (e) data portability (request transfer of your data to another entity); (f) objection (object to data
processing based on legitimate interests); and (g) complaint (file a complaint with a data protection supervisory authority).

Complaint: You have the right to lodge complaint with the data protection supervisory authority if you believe that the processing
of your personal data infringes the provisions of GDPR:
- Polish Data Protection Authority (PUODO): https://uodo.gov.pl/pl/p/kontakt: ul. Stawki 2, 00-193 Warszawa, tel: 606-
950-000, kancelaria@uodo.gov.pl;
- Information Commissioner’'s Office (ICO): https://ico.org.uk/make-a-complaint/.

Freedom of providing data: Voluntary (providing us with your personal data for employment purposes is voluntary however
necessary to start and maintain employment relation), and/or mandatory (to comply with legal obligations or fulfil contractual
requirements).

Automated decision-making and profiling: We do not engage in automated decision-making or profiling that produces legal
effects or similarly significant impacts.

Contact: If you believe your data protection rights have been violated, you can contact us directly at office@cloobees.com.
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Personal data of B2B contractors

Data controller: The data controller of your personal data is:
- Cloobees sp. z 0.0. with its registered seat at ul. Niedzwiedzia 6, 02-737 Warsaw, Poland ('Cloobees’) or
- Cloobees UK LTD with its seat at: 71-75 Shelton Street, Covent Garden, London, England, WC2H 9JQ or
- Cloobees India Private Ltd., 343-B, PKT A-6, Block A, Paschim Vihar, Delhi, West Delhi, Delhi, India,
depending on the entity which you are cooperating with. The data controller will be hereinafter referred to as ‘Cloobees’.

Categories of personal data: We process the following categories of personal data: identification data of representatives (e.g.,
name), contact details of representatives (e.g., phone number, email, address), payment information, service history, sensitive data
of representatives (in case such are required due to contractual obligations).

Purpose and legal basis for processing: Your personal data will be processed for the purposes related to our cooperation, and
for monitoring practices to protect Cloobees assets and ensure compliance with legal and contractual obligations. Monitoring
may include: IT and communication systems (logging access to devices, email, and networks), physical security (CCTV in offices
or restricted areas), and access control (monitoring entry to facilities or systems). These activities aim to ensure security, prevent
unauthorized access, safeguard health and safety, and address policy or legal breaches. The legal basis for processing during the
term of our cooperation is your contract and art. 6 point 1 letter b GDPR (performance of the agreement), while for monitoring it
is legitimate interests, legal obligations, or contractual requirements, with explicit consent obtained where required by law. After
the cessation of our cooperation, your personal data will be processed for the purpose of securing legal claims and for accounting
purposes. After the termination of our cooperation the legal basis for processing will be art. 6 point 1 letter f GDPR, i.e. justified
interest of the data controller which is securing documentation for potential legal claims and accounting purposes.

Term of processing: Your data will be processed throughout the term of cooperation and afterwards until the expiry of the term
of limitation of claims relating to our agreement and claims related to accounting documents (e.g. invoices) issued in connection
with our cooperation (usually 5 years after the end of fiscal year in Poland and 3 years in the UK).

Personal data recipients: Your personal data might be processed by persons cooperating with Cloobees on B2B basis, IT services
providers cooperating with Cloobees, other entities from Cloobees capital group on a need-to-know basis, as well as our clients
— to the extent if you are engaged in servicer rendered for them. Other recipients of your personal data may be tax authorities.

Transfer of personal data to third countries: Due to the use of IT cloud services, your personal data might be transferred to
third countries (outside of EEA). We ensure compliance with Chapter V of the GDPR by implementing appropriate safeguards,
including: Standard Contractual Clauses approved by the European Commission, as may be amended over time, and ensuring
additional technical and organizational measures are in place (e.g., encryption). For more information about these safeguards,
you may contact us at office@cloobees.com.

Your rights under GDPR: As a data subject, you have the following rights: (a) access (request access to your personal data; (b)
correction (request correction of inaccurate data; (c) erasure (request deletion of your data: “right to be forgotten”); (d) restriction
(request restriction of processing); (e) data portability (request transfer of your data to another entity); (f) objection (object to data
processing based on legitimate interests); and (g) complaint (file a complaint with a data protection supervisory authority).

Complaint: You have the right to lodge complaint with the data protection supervisory authority if you believe that the processing
of your personal data infringes the provisions of GDPR:
- Polish Data Protection Authority (PUODO): https://uodo.gov.pl/pl/p/kontakt: ul. Stawki 2, 00-193 Warszawa, tel: 606-
950-000, kancelaria@uodo.gov.pl;
- Information Commissioner’'s Office (ICO): https://ico.org.uk/make-a-complaint/.

Freedom of providing data: Voluntary (providing us with your personal data for cooperation purposes is voluntary, however
necessary to start and maintain our cooperation), and/or mandatory (to comply with legal obligations or fulfil contractual
requirements).

Automated decision-making and profiling: We do not engage in automated decision-making or profiling that produces legal
effects or similarly significant impacts.

Contact: If you believe your data protection rights have been violated, you can contact us directly at office@cloobees.com.
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